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RQ: What are the privacy 
threats in a digital forensics 
crime investigation?
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What is SPADA?
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SPADA is a methodology for systematic threat elicitation.

Its acronym is composed of the five variable elements of threat modelling.

It incorporates both domain-independent and domain-dependent threat modelling.

SPADA focuses on completeness while avoiding redundancy and subjectivity.



The Variable Elements of Threat Modelling
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Property

Agent(s) raising threats
Application domain

Detail (level of)
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Source of documentation
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The Steps in SPADA
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Step 0 — Variable Setup: consists in the choice of the five variables as the initial source of 
information that is employed in the subsequent steps.

Step 1 — Domain-Independent Threat Elicitation: involves the collection of the threats that the 
analyst deems relevant.

Step 2 — Domain-Dependent Asset Collection: consists of the collection of a list of assets for 
the target domain from relevant sources.

Step 3 — Domain-Dependent Threat Elicitation: produces a list of domain-specific threats.
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Application in DFCI – Step 0
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Soft and Hard Privacy

Attacker, Data processor/controller, Third party

Domain-dependent: 
DFCI

Abstract

Seyyar, Chaure, Rowe, Shaik, ISO, CoE DF, CoE 
EEG, IPOL, NIST, NIJ
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Domain-Independent Threats – Step 1
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Domain-Dependency Handling – Step 1
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Asset Collection – Step 2
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Domain-Dependent Threats – Step 3
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Partial Validation
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Matching threat:

Surreptitious searches



Limitations
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Subjectivity not completely solved (e.g., how to embrace two threats?) ⇾ partially 
mitigated by applying the TEAM 3 algorithm.

Variability of privacy laws across jurisdictions ⇾ e.g., a threat might be legally accepted.

Real-world constraints may limit the feasibility of implementing certain privacy controls 
⇾ e.g., time-pressure and resource scarcity.
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Conclusions
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We demonstrated how SPADA assists in handling domain-dependency during threat elicitation.

We advanced a Privacy Threat Model for DFCI to:

- Support forensic investigators in mitigating privacy risks while preserving the evidentiary integrity of forensic 
processes;

- Raise awareness among legal professionals and defendants regarding potential privacy violations within 
forensic investigations.

Future work:

- Ranking threats by likelihood and impact.
- Further automate SPADA (e.g., NLP and LLMs).
- Continue formalisation of DFCI (e.g., anti-forensics and cysec threats).
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